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1. Obmue mosoKeHNs

1.1. Ha3nauenme.

[TonoxkeHue 1o OpraHU3alliy U IIPOBEICHHIO padoT ¥ TpebOBaHUs 10 00eCIIeYeHHIO DE30IIaCHOCTH
TIEPCOHATBHBIX TAHHBIX TPH MX 00paboTke B HHOPMAITHOHHOM CHCTEME MEPCOHATBHBIX TaHHBIX
AY3 Kypckwii obnacTro# canatopuii «ConoBbHHBIE 30pu» (nanee — ITonokenne) pazpaboTaHo ¢
LIENBIO OTpeeieHHa HalpaBiIeHHi, 00beMOB paboT U nepeuHs MEPONPHATHH 110 OPraHH3alHH H
TEXHUYECKOMY obecreueHnIo 0e301aCHOCTH NePCOHANLHBIX JaHHBIX,

[Tonoxxernne u TpeboBanus paspadoTansl Ha ocHoBe D3 Nel52-P3 «O nepcoHaNbHBIX LAHHBIX),
[TocranoBnenns npaBHTenscTBAa PO Ne781 «O6 yTBepikneHMH MnojiokeHus o0 olecrneyeHuu
0e30acHOCTH MepCOHATBLHEIX JAHHBIX IIPH UX 00paboTke B MHQOPMALMOHHBIX CHCTEMAx Iep-
COHaIbHEBIX AaHHBIX», npukaza GCTOK, CB, Munundopceesasu Poccun Ne 55/86/20 «Ilopsanox
[pOBEeIeHHs KiacCH(PUKAUKH HWH(POPMALMOHHBIX CHCTEM [MEPCOHAIbHBIX JAHHBIX», [PHKa3a
OCTIK Poccuu ot 5 Qeppais 2011 r. Ne 58 «O06 yreepixaeHun [lojoxkeHusi 0 MET0AaX | CHO-
cobax 3amuTel HHGoOpMal B HHOOPMAIMOHHBIX CHCTEMAX [IePCOHATBHEIX TaHHBIXY.

1.2. HopmaTHBHO-IpaBOBbIE AKTHI [10 OPraHU3ALNHI 1 NPOBEIEHNI0 padoT no obecnevyeH o
oezonacHocTu [1/In npu ux obpadorke B UCIL/IH.

[Ipu opranmsanmu u nposenenun pabot no obecneuenuio dezonacHocTu [1/1H npu ux obpaboTke
B UCIT/IH Heo6X0MMMO PYyKOBOJICTBOBATRLCS CIEIYIOIMMH HOPMATHBHO-TIPABOBBIMH AKTAMH:

— Koncturymus Poccuiickoit @enepanu ot 12 nexkadpst 1993 r.;

—  ®enepanbubii 3akoH ot 27 uroas 2006 r. Ne 149-03 «O6 undopmaruu, HHGOPMAaLHOHHBIX
TEXHOJIOIHAX ¥ 0 3aluTe U UHDOPMALHIY;

MenepanbHblii 3akoH 0T 27 uross 2006 1. No 152-03 «O nepcoHaabHbIX JaHHBIX),
®enepansueiii 3akon o1 10 susaps 2002 r. Ne 1-O3 «O6 snexTponnoi uudpoBoi noanucu»;
®enepanbublii 3akon ot 27 pexabps 2002 r. Ne 184-03 «O TexHHYECKOM PEryIupOBaHHH);
3akon Poccuiickoit ®@enepaunu ot 8 asrycra 2001 r. No 128-®D3 «O nuneH3upoBaHUHA OT-
JENBHBIX BHIOB AEATETBHOCTHY;

—  ®enepanbubii 3akoH Ne197-@3 ot 30.12.01 r. «Tpyaosoit kogeke Poccmiickoit @egepanuny;
— @epnepanbubiit 3akoH Ne63-D3 or 13.06.96 r. «Yronoeusiit kogeke Poccuniickoit ®eaepa-
110217008

— ®enepanbubiii 3akon Nel95-03 or 30.12.01 r. «Kouexe Poccuiickoit ®enepauuu o0 aamu-
HUCTPATHBHBIX PABOHAPYLIEHHIX»;

—  ®@enepanbHeiii 3akoH No98-®@3 ot 29.07.04 r. «O xomMepueckoil TaliHen;

— enepanpueii 3axkoH Nel44-P3 or 12.08.95 1. «O6 omeparnBHO-PO3LICKHON AEATEIBHO-
CTHY,

— Va3 Ilpesunenta Poccniickoit @enepaunu ot 16 asrycra 2004 r. Ne 1085 «Bonpocm Dene-
pabHOH c1yKObl MO TEXHUYECKOMY H 9KCIIOPTHOMY KOHTPOIIO»;

— Vkas Ilpesnnenta Poccuiickoii @enepaunu or 6 mapra 1997 r. No 188 «O0 yrBepkieHnH
[Tepeuns ceenennit KOHQHISHIHATLHOIO XapaKkTepay,

— Tlocranosnenue [pasutenncta Poceniickoit @enepannn ot 3 HosiOps 1994 r. Ne 1233 «O6
yreepiienru Ionoxkenns o nopsaake obpatienus co cayxeGHoH HHbopMalHeit orpaHHYeHHOro
pacipocTpanenus B penepanbHLIX OpraHax HCIOJHHTEIBHOH BIACTH,

— Tlocranosnenue Ilpasurenscta Poccuiickoit @eaepanu ot 26 siasaps 2006 r. Ne 45 « 06
OpraHu3aluy TUIEH3UPOBAHNSA OT/ICIBHEIX BUIOB ACATETBHOCTHY,

— llocranosnenue IlparutensctBa Poccuiickoit @enepanuu or 15 asrycra 2006 r. Ne 504 «O
JTHLCH3HPOBAHUH JAESATEILHOCTH 110 TEXHHHYECKOI 3a1uTe KOHQUASHUINAIBLHON HHOPMaLU1y;

— Ilocranoernenue IlpaButenscra Poccuiickoit ®enepauunn ot 31 asrycra 2006 r. Ne 532 «O
TULEH3UPOBAHNH AEATENLHOCTH 110 pa3paboTke H (MIIM) IPOU3BOJCTBY CPEJICTR 3alllUThl KOH(H-
JEHIHATBHON HH(MOPMAITHI»;
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— Tocranosnenue [Npaputenscra PO Ne781 ot 17.11.07 r. «O6 yTBep:KAeHHH NONOKEHHA 00
obecneueHnn O€30MacHOCTH NMEPCOHAIPHBIX AAHHBIX TPH MX 00paboTke B MH(OPMAIIHOHHBIX
CHCTEMAX MEePCOHANBHEIX JaHHBIXY,

— Ilocranosnenue ITpaputenscrBa PO Ne3S ot 05 nexabps 1991 r. «O mepeune cBefeHui, KO-
TOPBIE HE MOTYT COCTaBJIATh KOMMEPUECKYHO TalHY»;

— Ilocranosnenne IIpaputenbersa P® Ne512 ot 06.07.08 r. «O6 yreepikaenun TpeGoBanuii K
MaTepHalbHEIM HOCHTEISIM OHOMETPHUECKHX NMePCOHATBHBIX JAHHBIX U TEXHOIOTHAM XPAHCHUS
TaKMX JaHHBIX BHE MH(OPMALMOHHEIX CHCTEM NMEPCOHAIBHEIX JaHHBIX;

— Ilocranosnenue [IpaButenscrea PO Ne687 o1 15.09.08 r. «O6 yrBepsknenuu Ilonoxerns o6
ocoOeHHOCTAX 00paboTKH TNEPCOHATBHBIX JAHHBIX, OCYLIECTBIAEMON 6€3 HCMOAb30BaAHUA
CPEJCTB aBTOMATH3ALIHIY;

— VYkas [lpesunenra PO Ne351 ot 17.03.08 r. «O Mepax mo ofecrneueHuro HHPOPMALHOHHOI
GesomacHoct  Poccmiickoit  @efepanmu  mpH  MCHONb30BaHWM  MHPOPMAIMOHHO-
TEJICKOMM Y HHKAIHOHHBIX CeTeH MEXAYHapOAHOTO HHHOPMALMOHHOTO 0OMEHAY;

— Ykas [Ipesugenra PO Ne609 ot 30.05.05 r. «O6 yTBepKAEHHH MOJIOKEHHS O MEPCOHATBHBIX
JAHHBIX FOCYAAPCTBEHHOTO IPAYKIAHCKOTO CIYKALIero poccuiickoit Meaepaliun ¥ BEASHUH €T0
JINYHOTO JAenan;

— Ilocranosnenue INpasutensersa PO Ne608 ot 26.06.95 r. «O cepTudukanuu cpencTs 3aliu-
Thl HHOOPMALHUY;

— HopmarusHo-meTomuuecknii goxymeHT. «Cnenuansusie TpeGOBaHKHS M PEKOMEHAIMA TI0
TEXHHYCCKON 3alnTe KOH()UIEHIHAILHOH HHpopMannmy. YTBepiieH npukazoM [ocTexkoMuc-
cuu Poccnn ot 30 aBrycra 2002 r. No 282;

— Tlonosxcenre mo arrecTamuu 0OBEKTOB MH(OPMATH3ALMK IO TPeOOBAHHIM OGE30MACHOCTH
HH(OpManuy, yTBEpKIeHHOe npeacenarerem ['ocrexkomuccnu Poccuu 25 nosiops 1994 r.;

— Pyxosomsmmit noxyment. KoHUENIHSA 3aIMTHl CPE/ICTB BHYACTUTENBHOM TEXHUKH U ABTO-
MaTH3HPOBAHHBIX CHCTEM OT HECAHKIIMOHHPOBAHHOTO focTyna k uHdopmarmn. [pukas [ocrex-
komuccuu Poccuu, 1992;

— PykoBomsiluuit 10KyMEHT. ABTOMATH3MPOBAHHbIE CHCTEMEL 3allMTa OT HECAHKIHOHUPOBAH-
HOTO focTyna K wH(opmanmu. Kraccndnxkarus aBToMaTi3ipoBaHHEIX CHCTEM U TPEGOBAHUS 110
samute HHpopmannu. 'ocrexkomuccus Pocenn, 1992;

— PyxoBomammit nokymeHT. 3ammTa OT HECAHKIHOHMPOBAHHOTO AO0CTYNMA K HH(BOPMALHH.
Tepmunb! u onpeaenenus. I'ocrexkomuccus Poccun, 1992:

— PyxoBogsaumii goxyment. CpeacTBa BHIMHCIHTEIBHON TeXHUKH, MekceTeBble 3KpaHbl. 3a-
IIATa OT HeCAHKIIHOHMPOBAHHOIO J0CTyNa K uHpopMaiud. ITokasarenn 3allUIIeHHOCTH OT He-
CaHKLIMOHUPOBAHHOTO JIOCTYMNa K HHpopMauu. ['ocrexxomuccus Poccun, 1997;

— Pyxosomsammit moxyment. 3aummTa OT HECAaHKUMOHMPOBAHHOTO JOCTYIMA. Hacte 1. Ilpo-
rpaMMHO€e oDecredente CpejcTs 3ammTEl HEpopmarnn. Knaccupukamas no ypoBHIO KOHTPOIs
OTCYTCTBHSI HEJCK/IApUPOBAHHBIX BO3MoxkHOCTel. [Tpukas I"'ocrexkomuccuu Pocenu ot 4 nrons
1999 r. Ne 114;

— Pykosomammii noxyment. besonacHocts uHGOPMANHMOHHBIX TexHOMOrKH, Kpurepun oleHku
OesonacHocTH HHPOPMAHOHHEIX TexHonoruii. [Tpukas [octexxomucenn Poccun ot 19.06.2002
r. Ne 187;

— llopsanok nposenenns KnaccH(BUKaimn WHOOPMAMOHHBIX CHCTEM MEPCOHATBHBIX JAHHEIX,
OCT3K, ©CB, Muuunudopessasu Poccun, 13.02.2008 r. No 55/86/20:

— Meroauka onpezeseHns aKTYaIbHBIX yrpo3 6e30MacHOCTH MMEPCOHATBHBIX JAHHBIX TPH HX
00paboTke B MH(POPMALMOHHBIX CHCTEMAaX NMepCOHANbHEIX JaHHEX, PCTIK Poccnn, 14.02.2008
r.:
— basosas mMozene yrpos 6e30MacHOCTH NEPCOHAIBHBIX JAAHHBIX NPH MX 06paboTke B HHOP-
MalHOHHBIX cHcTEeMax rnepcoHansubix AaHHbx, ®CTOK Pocenn, 15.02.2008 r.;

— Ilpukas PocepaspoxpankynbTypsl No154 ot 28.03.08 r. «O6 yTBepiKaeHUH MOJIOKEHHS O Be-
JCHHHU PEECTpa OI1E€paTOPOB, OCYIIECTBIAOMUX 00paboTKy MIepCOHATBHEBIX JaHHBIXY;



— Ilpuka3s Pocesasbxomuanzopa NeO8 ot 17.07.08 r. «O6 ytBepxkaenun obpasna Gpopmbl yBe-
nomiieHust 06 06paboTKe NMepCOHATBHBIX JAHHBIX);

— Ilpuxas ©CB Pocculickoii @enepanuu Ne66 ot 09.02.05 r. «O6 yreepxxnennu Ilonoxenus o
paspaboTke, NPOU3BOJCTBE, PEAlM3AllMM M SKCIUTyaTalud MUQPOBAIbHBEIX (Kpulrrorpaduue-
CKHX) cpeacTs 3amuThl HHGopmauuu (ITonoxenne [TK3-20035)»;

— Ilpukaz ©ATICH Nel52 ot 13.06.01 r. «O6 yrBepkaeHHH MIHCTpYKUHH 00 OpraHusalyi U
obecnieyenun Ge3onacHOCTH XpaHeHus, 00padoTKH ¥ mepefadd 1Mo KaHajlaM CB3U C UCIOJB30-
BaHHEM CpeCcTB KpunTorpadhuueckoi 3amuTsl HHGOPMALUY ¢ OrpaHHYEHHBIM JOCTYIOM, HE
coziepalell cBe/IeHn, COCTABIIOMNX TOCYJAPCTBEHHYIO TalHy»;

— «llonoxkenue o cepTuduKanuy cpeacTB 3alMUTE HHGOpMAUU MO0 TpeOoBaHUAM Oe30nacHO-
cru uHdopmarmny», npukas Ipencenarens ['ocrexkomucenu Poccnu Nel99 ot 27.10.95 r.:

— Tlpukaz ®CTSK PD Nel81 ot 28.08.07 «OO6 yrBepsieHnn a/IMIHUCTPATHBHOIO PETJIAMEHTA
DenepabHOM CTy)KOBI [0 TEXHHYECKOMY M 9KCHOPTHOMY KOHTPOJIK) 110 UCHOJHEHUIO rocyaap-
CTBEHHOMW (DYHKIUH MO JHMIEHIUPOBAHHMIO TESTEITLHOCTH 10 TEXHUUYECKOH 3auinTe KOH(PHICHIH-
anbHOH HHpOPMALHANY;

— Ilpukasz @CTIK PO Nel82 ot 28.08.07 «OO6 yTBepkKAeHUN aIMUHUCTPATUBHOIO periaMeHTa
denepanbHOM cTy)KObBI 10 TEXHUYECKOMY M HKCMOPTHOMY KOHTPOITIO 10 MCHOJHEHHIO rocyaap-
CTBEHHOH ()YHKIIMH 110 JIMLEH3HPOBAHMIO JAEATEIbHOCTH 10 pazpadoTke H (WIH) IPOH3BOJACTBY
CPEJICTB 3allMThl KOH(PHUACHIHATEHOH HHBOPMALUH Y,

— Ilpuxaz ®CTDK Poccun Ne 58 ot 5 despans 2011 r. «O6 yreepxaenuu [lonoxenus o Me-
ToJax ¥ cmocofax 3amuThl HHpopMaUnK B HHOOPMAIIMOHHBIX CHCTEMAX [EPCOHATBHBIX JaH-
HBIX);

— «Tunoseie TpeboBaHus N0 opraHu3anuu ¥ odecnedeHn0 HYHKIIMOHUPOBAHUS U POBAITE-
HBIX (KpUNTOrpaM¥ecKuX) CPeJICTB, HpeJIHa3HA4YCHHBIX I 3alIUThl HHGOPMAILWH, HE COJep-
Kalel CBeJeHMM, COCTABIAIOIINX IOCYJaPCTBEHHYIO TaifHy, B Clly4yae MX MCIO/IB30BAHMS IS
obecnieyenus 0€30MACHOCTH MEPCOHANBLHEIX JAHHLIX MpH uX 00paboTke B MHPOPMALMOHHBIX
CHCTeMax IepcoHalbHbIX JaHHbX», DCE Poccuu;

- «Meroauyeckue peKOMEHIAMH 110 00ECIIEYEHUIO C MOMOIIBI0 KPUOTOCPEACTB 0Oe30macHo-
CTH NEPCOHAIBHBIX JAaHHBIX NPH HX 00paboTke B MHPOPMALHOHHBIX CHCTEMAax MepCOHANTBHBIX
JaHHEIX C HCIONB30BaHUEM cpesieTs asromatusanni», PCh Pocenn;

— «Bpemennas MeToIMKa OLEHKH 3aIMIIEHHOCTH MTOMCILICHUH OT yTCHYKH PCHEBOH KOH(HICH-
NMaabHOH MH(OPMAUMK MO aKyCTHYECKOMY M BMOPOAKyCTHYECKOMY KaHaiam», [ ocTexkomuc-
cust Poccun, Mockea, 2002;

— «Bpemennas meToadka OLEHKM TOMEIIEHHI OT yTEUkd peqeBol KOHGuIeHUManbHOH MH-
(opmaru no kaHamaM IMEKTPOAKYCTUUYECKHX [peo0pa30BaHIii BO BCIIOMOTATENBHBIX TeXHUYE-
CKHUX cpeficTBax U cucremaxy», I'ocrexxomucenst Poceun, Mocksa, 2002;

— «BpeMeHHas METOJMKA OLEHKH 3alIHIIEHHOCTH OCHOBHBIX TEXHHUECKHX CPECTB H CHCTEM,
NpeaHasHaYeHHBIX U1 00paboTku, XpaHeHud U (WJIH) lepefadd 110 JHHHAM CBA3H KOHOHJeH-
nuansHol unopmanumy, [ocrexkomucens Poccun, Mocksa, 2002;

— «Bpemennas MeTonMKa OLCHKH 3allMIIEHHOCTH KOHGUACHUHATbHOH nHbopmalmy, oOpaba-
TBIBAEMOH OCHOBHBIMH TEXHHHYECKHMH CPEICTBAMH M CHCTEMAMH, OT YTEUYKH 3a CYET HABOJIOK Ha
BCIIOMOTaTE/IbHBIE TEXHHYECKUE CPE/ICTBA M CHCTEMBI M HX KOMMYHHUKalUMuy, ['ocTexxomucens
Poccnn, Mocxksa, 2002;

U IPYTHUMH HOPMATHBHO-IPABOBBIMH aKTaMH.

2. ITepeuenr MeTo10B H cnocof0B 3aMUTLI HH(OPMALIH B HH(OPMAIIMOHHBIX CHCTEMAX.
Metonamu u ciocobamu 3atmTel HHOOPMAIHK OT HECAHKIIHOHUPOBAHHOTO JIOCTYTIA SBIIAIOTCA:

— peamM3anus pa3peluuTeILHON CHCTEMBI J0MYyCKa rosk3oBaTelel (006CayKUBaIOIIEero nepeo-
Haj1a) K HHGOPMAIMOHHEIM pecypcaM, HH(OPMALHOHHOM CHCTEME U CBA3AHHBIM C €€ HUCIOJIb30-
BaHHeM paldoTaMm, JOKyMEHTaM;
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— OrpaHy4YeHWde JOCTyIa MONB30BaTe/el B MOMEILEHHUS, /1€ pa3MelleHbl TEXHMYEeCKHe CpeICT-
Ba, NO3BOJBIONIME OCYIIECTBINTL 00pabOTKY MePCOHANIBHBIX JaHHBIX, 4 TAKIKE XPAHSTCS HOCH-
TENH HHQOPMALUH;

— pasrpaHHYeHue A0CTyNa NoJb30BaTeleil U 00CIyKMBAIOLIEro MepcoHaja X HHpOpMalnoH-
HEIM pecypcaM, porpaMMHbIM cpeicTBaM 00paboTku (nepeaayu) U 3aluTel HHGOPMALUHU;

— perucTpauMs JeHCTBHH MONb30BaTeIeH W 00CIyKHBAIOIIEro MepcoHana, KOHTPOJIb HEeCaHK-
LMOHMPOBAHHOI'O J0CTyNa U AeHCTBUI 1o1b30BaTeneii, o0ciyKHBAIOIIEr0 MepCoOHaNa | MocTo-
POHHUX JIMIL;

— y4eT U XpaHeHHe CheMHbIX HocuTenedl MHpopmauun u uX obpalieHHe, HCKIYAKOIIEe XH-
LIEHUE, [I0JAMEHY H YHHUYTOXKEHHE;

— Ppe3sepBHPOBAHME TEXHHUYECKHX CPEICTB, AyOIMpOBAHHE MACCUBOB M HOCHTeNeH HHQopMa-
1K,

— HCIOJL30BaHHE CPEACTB 3alUUTHl HHGOPMALMH, NMPOLICIIIAX B YCTAHOBJICHHOM MOPSIKE
IIPOLEAYPY OLEHKH COOTBETCTBHSI;

— HCIMOJIB30BAaHHE 3alIHIIECHHBIX KAHAIOB CBIA3H,

— pa3sMellleHHEe TEXHHYECKHX CPEJICTB, MO3BOJIIOIINX OCYIIECTBIATH 00paboTKy MepcoHaTb-
HEIX [JaHHBIX, B Mpe/Ienax oXpaHseMoit TeppHTOpHH;

— opraHu3anust GU3HYECKON 3alIUThI MOMEIIEHUH U CODCTBEHHO TEXHHYECKHX CPEJCTB, M0-
3BOJIAIONIMX OCYMIECTBIATE 00paboTKy MepCOHANBHBIX JaHHBIX,

— TpeIoTBpalleHHe BHeApeHusl B WH(DOPMALMOHHBIE CHCTEMBI BPEAOHOCHBIX [porpamm (Ipo-
rpaMM-BUPYCOB) H TPOrPAMMHBIX 3aKIa/10K.

2.1. @ynknuoHAJBHBbIE TpedoBaHNA K HHQOPMANMOHHOI cucTeme npu o6paboTke mepco-
HAJILHBIX IAHHBIX.

@QyukimoHanbHbe TpefoBanua K MHGOPMANMOHHON cucTeMe mMpH 06paboTKe MepCOHANBHBIX
INAHHBIX OIpENENAIOTCA Ha OCHOBAaHWH aHaIM3a TeXHOJOTHHYECKOro mpoiecca obpaboTKH WH-
(opManHK B TOJDKHBI YIHTHIBATE:

~ e obpadorku I1/1H;

— KpYT CYOBEKTOR, 4bM AaHHbIC 0OpadatkBaioTes B MCTI/n;

— KOMMYEeCTBO 00pabaThIBAEMBIX TAHHBIX;

— MCTOYHMKH MOJMYYEHHS MePCOHAIBHEIX JAHHbBIX;

— CpOKH XpaHeHHs U 00pabOTKH MepCOHATBHBIX NaHHbBIX;

— ronojoruio u pacnonoxenue UCII/IH;

— HCIO0Jb3YEMOE CIIENHANBHOE MporpaMMHOe obecredeHne;

npyrue GakTopbl, ONpee/SIEMbIE ICHCTBYIOIAM 3aK0HO/[@TEIECTBOM.

2.2.  HeoOxommmoctn cospannsa C3I1/n.

Heobxommmocts coznanus C3I1In UCTIIn AY3 Kypckuit o6aactaoi canatopuii «CoI0BbHHBIE
30pK» onpezessercs TpedoBaHHAMH JEHCTBYIONIErN0 3akoHoaTenscTBa Poccuiickoii Menepainm, a
HMEHHO:

— B COOTBETCTBHM € IyHKTOM 2 cTaThH 19 ®enepanproro 3akona Nel52-D3: «[IpaButenscTBo
Poccuiickoit ®enepauuu ycranapinpaer TpeGoBamnus K oOecreueHnio 0€30macHOCTH Mepco-
HAJIBHBIX JAHHBIX [P HX 00paboTke B MHPOPMALMOHHBIX CHCTEMAaX MEPCOHANLHBIX AAHHBIX,
Tpe0oBaHNUA K MaTePHAILHBIM HOCHTENIAM OHOMETPHYSCKHX NEPCOHANBHEIX JAHHEIX H TEXHOJO-
THAM XPAHEHHS TAKUX JaHHBIX BHE HHQOPMAIHOHHBIX CHCTEM MEePCOHAIbHBIX JaHHbIX);

— B IyHKre 0 crateM 12 [locranonenust Ilpasutennctea P® No781 «O6 yTBep:IeHUH MOJI0-
eHust 00 obecreueHHH 6e30TaCHOCTH MePCOHANLHBIX JIAHHBIX MPH HX 00padoTke B UHDOpMa-
LIMOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIX» OIPEIEAeTCs:

«Meponpustus no oGecrneyeHu0 0E30MAaCHOCTH MEPCOHANBHBIX JAaHHBIX NpH UX 06paboTke B
HHQOPMALIMOHHBIX CUCTEMAaX BKITIOYAIOT B cels:



a) ompeieNeHue yrpo3 6€30mMacHOCTH NMEepCOHANBHBIX AaHHBIX NpH X 00paboTke, GpopMupoBa-
HHE Ha MX OCHOBE MOJIEJIH YTPO3;

6) pa3paboTKy Ha OCHOBE MOJIENM YIPO3 CHCTEMBbI 3AIIMTHI MEPCOHAIBHBIX JAHHEIX, 00ecreun-
BaroLell HEHTpaM3anyIo MPeNNoIaraeMbelX YIpo3 ¢ UCMOIB30BaHHEM METOMOB M CrocoGoB 3a-
IUTE] TIEPCOHATBHBIX JaHHBIX, IPEJyCMOTPEHHBIX /s COOTBETCTBYIOLIErO Kiacca HHhopMary-
OHHBIX CHCTEM;

K) OMHCaHHE CUCTEMBI 3alIMTHI IEPCOHATTBHBIX TAHHBIX).

2.3.  OpranusanmMoHHO-paCHOPAJHTEIbHAS J0KYMEHTHI, pa3pabaTbiBaevMble Ha INpeanpu-
ATHH

2.3.1. IlepevyeHb OpraHU3aNHOHHO-PACIOPAIHTEILHBIX JOKYMEHTOB, pa3padaThiBaeMbIX HA
npeInpHsITHH.

Bo ucnomsenne tpebopanuii [Tocranosnenus Ipasurenscrsa PO Ne781 «O6 yrBepskaenun mo-
noxenus 06 obecnievennu Ge30MaCHOCTH MEPCOHANBHBIX MaHHBIX NMpA UX 06paborke B HHDOpP-
MAI[MOHHBIX CHCTEMax NEPCOHAIBHBIX NaHHBIXY, «CHennalbHBIX TpeOOBaHHN H PEKOMEHIAIHii
O TEXHWYECKOH 3ammTe KOH(QHICHUHANbHOH HHMOpPMALUMU», YTBEPKIECHHBIX MpHKazom Ioc-
Texxomuccun Poccuu Ne 282, «Ilopsamxa nposenenus xiaccHukauuy HHOOPMALHOHHBIX CHC-
TeM NEPCOHANBHBIX NAHHBIX», YTBepKAeHHOro npukasom ®CTOK Poccun, ®CH Poccun u Mu-
HuHpopMeBsi3n Poccuu Ne 55/86/2, «MeToauky onpeieeHns aKTyalbHbIX yrpo3 0e30nacHoCTH
MEPCOHANBHEIX MAHHBIX MpU BX 00paboTke B MHGOPMAIMOHHBIX CHCTEMAX MEPCOHANBHBIX /1aH-
HBIX», yrBepkaeHHoii ®CTOK Poccun, «baszoBoit Moienu yrpo3 6e30mMacHOCTH MEPCOHATBHEIX
J@HHBIX Opu ux 00paboTke B MHOOPMANHOHHBIX CHCTEMAaxX MEPCOHANBHBIX JAHHBIX», YTBEp-
kneanoit @CTOK Poccun, npukas @®CTOK Poccun Ne58 «06 yreepsknenun [TonoxkeHus o mMe-
TOJAaX M cmocobax samuThl HH(GOpMalkH B HH(QOPMAIHOHHEIX CHCTEMAaxX MepCOHANBHBIX JaH-
HBIX» HA 00BexTe MH(pOpMaTH3alMK (B OpraHM3alKK) HeoOXOIMMO pa3paboTaTh ClEAyIOIIHC
OpraHM3alMOHHO-PACTIOPSAUTEIbHEIE MOKYMeHTEI (nanee OP/I):

— llonoxeHHe O IEPCOHANBHBIX JAHHBIX (TOKATHHBI HOPMATHBHEBIA aKkT (IOJOXKEHHE, WHCT-
PYKLHSI) O NEPCOHANBHBIX JAHHBIX )

— AHamuTHYecKO€ 060CHOBaHNE HEOOXOMMMOCTH 06PabOTKH NepCOHATBHBIX JaHHBIX (pasjen
IMonoxeHus o mepcoOHANBHEBIX TaHHBIX)

— Tlonoxenne mo MapKUPOBAHKIO HOCHTENEH KOH(DUAEHIMATEHONH HH(OpMaLy

— O6s3aTenpCTBO 0 HepasTIIalleHHH KoHGuIeHmanbHOM nHGOpMarum (epCOHANEHEIX JaH-
HBIX)

— Ilpuxa3s o momycke COTpYIHUKOB K 00paboTKe nepcoHaNLHbIX JaHHBIX

— Tlonoxenue no opraHuzaumu U TpoBeeHHIO paboT u TpeGoBaHus 10 ofecmedeHuIo Ge30-
MAacHOCTHU IIEPCOHATBHBIX JaHHBIX IIPY UX 00paboTKe B HH(OPMAIIMOHHOMA CHCTEME MePCOHAIE-
HBIX JJaHHBIX

— Ilpukas o knaccudurauuy HHGOPMALMOHHON CHCTEMBI TEPCOHATBHBIX JAHHBIX W TTOMEIIE-
HUH

— Ilpukas o6 onpexenennu nepeuns NMOMELIEHUH, NpeJHA3HAYEHHBIX UIs 06paboTKy mepco-
HAJIbHBIX JaHHBIX C HCIONB30BAHHEM CPEICTB aBTOMAaTH3ALMH H 0e3 HCIONb30BaHus CPENICTB
aBTOMATH3aIUA

— Ilepeyersb 3ammmaeMbix HHQOPMAIHOHHBIX PECYPCOB HHPOPMAUMOHHON CHCTEMBI TIEPCO-
HAJIBHBIX JIAHHBIX

- AKT xnaccudukanun HHGOPMaTHOHHON CHCTEMBI IEPCOHATBHEIX JAHHBIX

— HacTHOE TeXHHYECKOe 3alaHne Ha pa3pabOTKy CUCTEMBI 3alUTHI IEPCOHATBHBIX JAHHBIX



— YactHas Mmozens yrpo3 (pazzen YacTHOro TEXHUUECKOTro 3aJaHus )

— YacTtHast Monens HapymuTens (pasnen YacTHOro TeXHHYECKOTo 3a/1aHusl)

— AKT o0cnenoBaHus NOMELIEHHH Ha MPEeIMET COOTBETCTBHS TpeOOBaHMSIM K HMHIKCHEPHO-
TEXHHUYECKOU YKPEIICHHOCTH I10 3aIliTe 00BEKTOB OT MPECTYIHBIX MOCSTATENbLCTB

— Ilpuka3 o BO3J10KE€HHH 00s3aHHOCTEH Ha JOUKHOCTHBIX JIML U BBITOJHEHHS TpeOOBaHHIA
no 6e3omacHOCTH B HH(OPMAIIMOHHOM CHCTEME MIEPCOHANIBHBIX TaHHBIX

— ChHcoK THI, IMEIOIIMX JOCTYIl B OMEIICHHE, B KOTOpoM 00pabaThIBarOTCA NEPCOHATbHBIC
JaHHble

— Cnucok JHI, JONYLIEHHEIX K paboTe B aBTOMaTH3HpoBaHHOl cucteme MCIIn

— Texuuueckuii nacnopt oObexkTa HHMOPMATH3ALUA

— Ilepeuens mporpaMMHOTO ofecreueHHs, YCTAHOBIEHHOTO B aBTOMATH3HPOBAHHOI cHCTeMe
HCITIE (pasnen Texauueckoro macmnopra)

— IlepedeHs 3amuImaeMpIX HH()OPMAINMOHHBIX PECYPCOB B aBTOMATH3MPOBAHHOM cHCTEME
UCII[In (paznen TexHUuueckoro macnopra)

— PaspemmTensHas cucrema JlocTyna (MaTpuibl A0CTyIa) K HHOOPMALHOHHBIM (IIPOrpaMM-
HBEIM) pecypcam B apromatrzrpoBanHoit cucteme UCII/IH (pazaen TexHuueckoro nacnopra)

— Omnucanune texHonorugeckoro npouecca obpaborku I[1ln 8 UCIIa (pasaen Texuudeckoro
nacropTa)

— WHerpykuun A aMUHHCTpaTopy 6e301acHOCTH MH(OPMAIIHH ABTOMATH3UPOBAHHOM CHCTEMBI
UCTT1u

— Hucrpyxuus no paborte noib3oBatesieil B aBTOMATH3HPOBAHHONW CHCTEME

— MHeTpykius 10 MapoasHOMH 3aiuTe

— MHcTpykuus o aHTUBHPYCHO#H 3aIuTe

- MHeTpykuus o JeHCTBHSX COTPYAHUKOB INPH BO3HUKHOBEHMH YPE3BBIYAHHBIX CHTYAIIHEf
(cTuxuiHBIX OeACTBU, TEXHOTEHHBIX KaTacTpod), HABOAHEHHH, N0XKAPOB)

— JlanHBIE MO YPOBHIO MOArOTOBKH KaapoB, 0OECIEYHBAIOMIMX 3aIMTY HHPOPMAINH, B aBTO-
MatuzupoBannoil cucreme UCTT x

— 2JKypHai perucTpanuu MamnHHBIX HOCHTEIEH HHpOPMALHH

— Kypuan noskzemmasproro yuyera CK3U, skcruryaTaiuoHHON B TEXHUYECKOH JIOKYMEHTAIUH
K HUM, KJIIOUEBBIX JOKYMEHTOB (s obnanarens konduaeHuua bHoi nudopMmannm)

— TexHuveckuii KypHa

— JKypnan perucrpanui KOHGHISHITHATBHEIX JOKYMEHTOB

— Jlnuesolt cyeT coTpyaHMKA, OCYHIECTBIAIOIIET0 00paboTKy IepCOHAIBHBIX JaHHBIX

— MWHerpykuus no npueMy moj oxpaHy kaOuHeTa

— XAKypnan yuera ceiioB, MeTa/UINYECKHX IIKA(OB, CIICNXPAHHIIMIIL K KITIOYEH OT HAX

— JKypnan npuema (cna4yu) nojg oxpady KkabuHera o

— Pacnucka B o3HaKOMIEHHH ¢ JCHCTBYIOIINM 3aKoHoaarenbcTBoM Poccuiickoit ®eaepaiin
110 BorpocaM obecnedenus 6e3011acHOCTH HHPOPMALIHK

— MHerpykuus o mopsiike AeHCTBUI IpU KOMIIPOMETAlMK KPHITOKITIOUEi

— HHerpykuusa no mopsaky xpaHenus, ydeta u nepenaun CK3H, skenryatalMoOHHOM H TEXHH-
YECKOM JOKYMEHTALUH K HAM, KITFOUEBBIX JOKYMEHTOB

— AKT Kinaccu(UKaMHA NOMEIICHAH 10 TPEOOBAHUAM K HIKCHEPHO-TEXHHYECKOH YKPEIUICH-
HOCTH 10 3aIUTe OOBEKTOB OT NPECTYIHEIX OCIraTeIhCTB

— Ilpuka3 o BBOJE B 3KCIITyaTalUI0 HHOOPMALMOHHOM CHCTEMBI TEPCOHATBHBIX JaHHBIX

— Ilonoxenue 06 anekTpoHHOM KypHane obpameHuil mosnk3oBaTeneii HHGOPMAIMOHHBIX CHC-
TEM [EPCOHATBLHBIX JaHHBIX

— Ilpukas o mposefieHHH BHYTpeHHEH NpOBepKH HHGOPMAIMOHHBIX CHCTEM MEPCOHATLHBIX
JaHHBIX

— JKypnan yuera oOpaienuil cyObeKTOB MepCOHAILHBIX TaHHBIX O BBIMTOJHEHHH WX 3aKOHHBIX
npas, 1npu 0bpaboTke NepCOHANBHBIX JaHHBIX



— JKypHan ydeta MeponpusTHH MO KOHTPOIIO HAJ COOMIOAECHUEM pEKHMA 3aIUHThI IEPCOHANb-
HBIX JIAHHBIX

— llnan BHYTpEHHHMX IPOBEPOK PeKHMa 3AIMThI MEPCOHANBHBIX JaHHBIX

— llopsaok pesepBupOBaHUsS U BOCCTAHOBIEHMS PabOTOCIOCOOHOCTH TEXHMYECKHX CPEICTB U
nporpamMMHoro obecriederns, 6a3 faHHbIX U cpecTB 3amuThl HHpopmauuu B UCT1/H

— Tlnan meponpusiTHil 10 00eCIEUEHIIO 3AIIUTHI IEPCOHANBHBIX JaHHBIX B HH(OPMAIHOHHBIX
CHCTEMax NEPCOHAIBbHBIX JIaHHbBIX

2.3.2. Tpebosanus k cogepxanno OPJL,

Texnudeckuii nacnopT J0KEH COACPKATD:

— O6mmue ceenerus 06 UCIIH.

— Tonnoe naumenosanue UCI1JH.

— Pacnonoxenne UCTTJIn: anpec, 3nanue, CTPOSHHE, TAX, KOMHATBL

— Kunace UCITJIH, HOMep ¥ nata akta kiaaccudukaruu CII/In.

— CocraB OCHOBHBIX TEXHHYECKUX cpecTs i cucTeM (aanee — OTCC).

— Cocras nporpamMmmusix cpeacts OTCC.

— CocTas BCOMOraTelbHBIX TeXHHYecKuX cpeacTs u cucteM (nanee — BTCC) obnexra.

— Crpykrypy. Tonojoruio 1 pasmemenne OTCC 0THOCHTENBHO IPaHHLl KOHTPOJIHPYEMOH 30-
HEl 00BEKTa (CTPYKTypHas (TOMOIOTrMYecKas) cxeMa ¢ yKazaHueM HH(POPMalUMOHHBIX CBsA3EH
MeXIy ycTpolcTBamu; cxeMa pasmemieHus u pacnoioxenus OTCC na o0bekTe ¢ NpUBA3KOH K
rpaHuiaM KOHTPOJIMPYEMOI 30HBI, cXeMa IIPOKIaIKH THHUH nmepeaaun KoHGUAeHIHATbHOR HH-
(dopmanuu ¢ NPUBS3KOH K rPaHUL[aM KOHTPOJIMPYEMOH 30HBI 00BEKTA H JIP.).

— CTpyKTypy CHCTEMBI 3JeKTPONUTAHNS U 3a3EMJIEHMS (CXEMBI JIEKTPONUTAHUS U 3a3CMIICHHSI
OTCC oObekra; cxeMmbl MpoOKIajku kabeneid ¥ IIHHBI 3a3€MIIEHMS; CXEMbl PACIIOIOKEHHS
TpaHCc(pOPMATOPHOIT MOJACTAHIINN H 3a3€MIAIOINX YCTPOHCTB C NPUBA3KOH K rpaHuLiaM KOHTPO-
JMPYEMOi 30HBI 00BEKTA; CXEMBI 3JIEKTPOITHTAHMS PO3ETOYHON ¥ OCBETHTEIBHOK ceTH 00beKTa;
CBEIEHHUS O BETMUMHE CONPOTUBIEHHS 3a3eM/ISIIOLIET0 YCTPOACTBA).

— CocraB cpeacTB 3alMThl HHPOPMALUH.

— OnucaHue TEXHOJOrHYecKoro npouecca uHGopmanmu (Tabauia pexxuMoB paboThl, NepeYeHb
annapatseix cpeacts (Hakonutenu Flash, DVD u 1.11.), cxema HHGOPMALMOHHBIX TTOTOKOB).

— PaspemuTebHYI0 cCHCTEMY JAOCTyma (nepedeHb 00BbEKTOB, CYOBEKTOB, CPEACTB, MAaTPHLLI
JIOCTyMa K CpeacTBaM, 00beKTaM, annapaTHeIM CPEACTBaM )

— Caenmenus 00 aTrecTallld 00beKTa HH(POPMATH3ALKWH HA COOTBETCTBHE TPeOOBAHMSAM I10
6ezonacHocTH uHGOPMALIHH.

— PesynpTaTel IEpHOANYECKOTO KOHTPOIS.

— Jluer yuera u3MeHeHHH U JONONHeHHH. .
Texnudeckoe (qacTHOE TexHHUYECKOe) 3afanne Ha paspaborky C3I1[n gomxno co,‘:(epdcaTb

— HopmaruBHo-Meronuyeckas gjoKymedTamus o pazpadorke Y13 u C3I1/H;

— ObocnoBanue pazpaborkn C3I1/1n;

— Heobxomumocts 06padotku [T/In B MUCTTAH;

— Mecra obpadotku [1/]H 6a3 panusx UCIIH; )
— basel nannex, conepxarue I1/In rpasxnan, naxogamuecs 8 MCIT/n;
— BapuasTtsl 00paloTKH nepcoHaIBHBIX JaHHBIX TPa1aH; /

— HUCXO/Hble jaHHble co3znasaeMoil (MogepHusupyemoi) UCIIla B TeXHHYECKOM, npo’rpaMM-
HOM, HH()OPMAaLMOHHOM H OPraHH3alHOHHOM acTekTax;

— OyHKUHOHAIBHEIE U TEXHOJIOTHYECKHE CBA3H;

— CocraB TeXHUYECKUX CPECTB U CUCTeM, Henonb3yeMbix B MCIT/IH;

— Cocras nporpammuoro obecneuenns APM HCII/In, Ha KOTOpBIX ocymecrmlﬂeTca obpaboT-
Ka IT/1H;

— Ilepedens JOMKHOCTHEIX NI, AOMYIEHHBIX B nomerntenust UCIT/In u k obpaboTke I1)1i;
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— IlepedeHb JOIDKHOCTHBIX /ML, JOMYIIEHHBIX K pabdoTe ¢ HH(GOpMAITHEH, MOIeKaIIeH 3alH-
TE;

— Onmcanne TeXHOIOrHYECKOro npouecca 00padboTku nepconaibhbix AaHHbix B UCI1/H;

— Onpenenenne yrpos 6esonacHoctyt [1/IH K KOHKPETHBIM YCAOBUAM (YHKIIMOHUPOBAHUS;

— Ormpenenenne ypoBHS HCXOAHOM 3alIUIICHHOCTH;

— Paspaborka monenu Hapymmtens UCITIH;

— Tlepeuyens 0OBEKTOB arTak;

— IlepeueHp BEpPOATHBIX HApYLIATENCH;

— IlepedeHb UMEROIIMXCS Y HAPYILUTEIS CPEACTB aTakK;

— [lepeuenr kaHAJIOB aTax;

— Paspaborka Mogenu yrpos;

— PaspaboTka cucTeMbl 3alMTEI NepcoHatbibX Aanubix UCILIH;

— Onpeaenenue akTyalbHOCTH YTPpo3 0€30MaCHOCTH NEPCOHATILHBIM JaHHBIM;

— Bei0bop mep 1 cpencts 3amuTh! [1/lH B COOTBETCTBMH ¢ 3ama4yaMM U 3aMbICJIOM 3alHTHI HH-
popmanumu;

24. Conep:kanne MeponpusTuii no obecrneveHno 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX
npH Hx o6padoTke B HHPOPMAIHOHHBIX CHCTEMAX.

Mepomnpusatus o obecnedennio Oe30IIACHOCTH TIEPCOHANBHBIX JAHHBIX NMPH HX 00paboTke B
HHDOPMAIMONHBIX CHCTeMAaX MePCOHATLHEIX JaHHLIX BKIFOYAKOT B ce0s:

— cOop ¥ aHaIN3 UCXOHBIX JIAHHEIX 110 HHPOPMAITHOHHON CHCTEME;

— OnpefeseHHe Yrpo3 0e301acHOCTH NEPCOHANBHBIX AaHHBIX pHu nx obpaborke, popmuposa-
HHE Ha UX OCHOBE MOJIENTN YTpo3;

— I[PHUCBOCHHE UHGPOPMALMOHHON CHCTEME COOTBETCTBYIOIIErO KJIAcca M ero JOKYMEHTalIbHOE
odopmreHHe;

— pa3paboTKy Ha OCHOBE MOJIE/IM YI'PO3 CUCTEMbI 3AlIUTHI IEPCOHAJILHBIX JaHHBIX, obecreuu-
Barolleil HeHTpa/IM3alUIo [PEII0TaraeMbIX YIPO3 ¢ UCMOIb30BaHMEM METOJI0B U crocoboB 3a-
IUTEl MEPCOHATBHBIX JaHHBIX, IPEIYCMOTPEHHBIX /11 COOTBETCTBYIOMIETO Klacca HHpopMalu-
OHHBIX CHCTEM;

— TIPOBEPKY NOTOBHOCTH CPEJACTB 3alUThl MH(OPMAIHH K MCIIOJIB30BAHUIO C COCTABJIEHHEM
3aK/IIOYEHNUH O BO3MOJKHOCTH X IKCIIIyaTalllH;

— YCTAHOBKY M BBOJ B 3KCIUIyaTauMiO CPEJCTB 3alUMThl HH(OPMAIMKU B COOTBETCTBUM C 3KC-
IUTYaTalMOHHON U TEXHHYECKOH JIOKYMEHTALMEI;

— 00yueHHe ML, HCIOIB3YIONMX CPEACTRA 3AUTUTE HHBOPMAIMU, TPUMEHIEMbIe B HHpOpMa-
ITMOHHBIX CHCTEMAX, MpaBuiamM paboThl C HUMM;

— yYerT IpHMEHAEMBIX CPEe/ICTB 3alHThl HHYOPMALHU, SKCITTYATAIMOHHON U TEXHHYECKOH J10-
KyMEHTALUN K HUM, HOCHTEJIeH IepCOHaBHEIX JaHHBIX; -

— Y4eT JHII, JONYIIEHHBIX K padoTe ¢ NEPCOHAIBHEIMU JaHHBIMH B HH(OPMAIMOHHOH CHCTE-
Me;

— KOHTPOIIb 34 COOITIOZIEHHEM YCIIOBHI MCIONB30BaHUs CPE/ICTB 3alWTEI HH(pOpMAaNuu, peay-
CMOTPEHHBIX SKCIIJIyaTAIMOHHON H TEXHUYECKOH TOKyMEeHTalueH;

— pa3bHpaTeNbCTBO M COCTABJIEHHE 3aKIIOUYeHNUH Mo (JakTaM HeCOOI0IeH NS YCIIOBHM XpaHeHu!s!
HOCHTENIeH MepPCOHATBHBIX aHHBIX, HCIONB30BAHUS CPEJACTB 3aUTUThI MH(MOPMAIUH, KOTOPBIE
MOI'YT [PUBECTH K HAPYUICHHIO KOH(MHICHIHAIBHOCTH MEPCOHANBHBIX JaHHBIX HIIH JPYrHM Ha-
PYLIEHHSAM, TPHBOJSIIMM K CHUKEHHIO YPOBHSI 3alMIIEHHOCTH NEPCOHANBHBIX JaHHBIX, pa3pa-
OOTKy M TIpHHSTHE Mep IO MPeI0TBPAIIeHHIO BO3MOKHBIX OMACHBIX MOCIEIACTBHH MOL0OHBIX
HApYIICHHH,

— ONHUCAHUE CHCTEMBI 3alIUTH IEPCOHANBHEBIX JIAHHBIX.
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3 IMopsinox obecnedenns GezonacHoctn I/1n.

3.1. Tlpunuuns! odecnedenns 6esonacuocru ITIH.

OcHoBHBIMH NpUHUHUNAMHU o0ecreueHus: 6e30IaCHOCTH mepcoHaTbHBIX JaHHbIX B MCITJIH 8-
JISIKOTCHA:

— 3aKOHHOCTB LeseH u crioco0oB olOecnievenns 6esonacnoctu I/ mpu ux obpaboTke;

— JIOCTATOYHOCTDb MPEANPHHHMAaEMbIX Mep;

— pelleHHEe BONPOCOB ynpasneHus 3amuTol [1/[n B nuHamMuKe u3MeHeHUs: 06CTAHOBKH.

3.2. Opranu3anHOHHO-pACIIOPAIATEIbHBIE MepbI Mo 3amuTe [1/1H.

ITpu moaroToske mOKyMeHTamMu T0 BorpocaM obecnedeHus Oesomnacroctr I1/IH mpu ux obpa-
Oorke B MUCII/In n skcrunyaranuun C3I1/IH B 06A3aTensHOM mopsijike paspabaTbiBalOTCs B COOT-
BETCTBHH CO CIIHCKOM, MpUBeIeHHBIM B TyHKTe 2.3.1.Bce pacnopskeHus 1Mo BompocaM odecrede-
HHS 0€30MACHOCTH MePCOHATBHBIX JAHHBIX 00S3aTe/bHbI N HCIIOTHEHHS COTPYAHHKaMH, 06CITy-
wusatommu UCTTIu. TToanepikanue opraHu3aliOHHO-PACHOPAIMTENBHBIX IOKYMEHTALMH B aK-
TyaJIbHOM COCTOSHUHM, pa3zpaboTka u nopaborka mep no 3amure [1JIH Bo3jiaraeTcs Ha OTBETCTBEH-
HOTO 3a o0ecredeHHe 0e30acHOCTH MEePCOHANBHBIX MaHHBIX (Haee - anMuuaucTparopa Gezomnac-
HOCTH).

3.3.  Mepsl no obecneqennio Hezonactoctu I{H.

3.3.1Tpebosanus nmo moadopy nepcoHamna.

Jins pa3paboTkm M OCYIIECTBICHHS MepONpHATHil o ofecredyeHHI0 Ge30MaCHOCTH MepCOHAb-
HBIX JaHHBIX MPH HX 00padoTke B MH(YOPMAIIHOHHONH CHCTEME OMEPaTOpPOM HITM YIOTHOMOYEH-
HBIM JIHIIOM MOJKET Ha3Ha4aTbeA CTPYKTYPHOE MOJIpa3/ieNieHHe UiTH J0KHOCTHOE NHI0 (paboT-
HHK), OTBETCTBEHHLIE 3a obecreuenne 6€30MaCHOCTH IIePCOHANBLHBIX IAHHBIX.

Jlvna, JoCTyn KOTOPEIX K MEePCOHATBHEIM AaHHBIM, 00pabaThiBaeMbIM B HH(OPMAMOHHOI CHC-
TeMe, HEOOXOMUM JUIS BBIMOMHEHUS CIIyKeOHBIX (TPYAOBBIX) 00S3aHHOCTEH, TOMYCKAIOTCS K CO-
OTBETCTBYIOLIMM [I€PCOHAILHBIM J@HHBIM Ha OCHOBAHHM CIIHCKA, YTBEPIKICHHOIO TIABHBIM
BpayoM AY3 Kypcexnit o6nacrroit canaropuii «CoJIOBEHHEIE 30DHY.

3.3.1. Tpebopanus no 3amMHTe OT HECAHKIHOHHPOBAHHOIO (PUIHYECKOrO 0CTYNIA K DJIeMEH-
Tam UCIIIa.

IIpn xpaHeHNW MaTepHANBHBIX HOCHTENEH MODKHBI COBMIONATECS YCIOBHs, 00€CneurBaroLIue
COXPAHHOCTB TIEPCOHATIBHBIX JAHHEIX W MCKITIOYArOIIHe HECAHKIIMOHMPOBAHHBIN K HUM JIOCTYII.
Jlomken OBITH OTIpesieNneH MepeueHb Mep, HeOOXOAUMBIX sl 0GecTieYeH s TaKUX YCJIOBHH, M0-
PATOK MX NPHHATHA, 8 TAKIKE NEPEYCHB NI, OTBETCTBCHHBIX 3a PealH3alluio yKa3aHHBIX Mep.
OGpaboTka nepcoHaNBHBIX JAHHBIX, JOJKHA OCYIICCTBIAThCS TAKAM 00pa3oM, 4ToObl B OTHO-
IIEHHH KaXIOH KATerOpHH [ePCOHANBHBIX JaHHBIX MOXKHO OBLIO ONPEAENUTh MecTa XpaHeHH!s
MepCOHAIBHBIX JAaHHBIX (MarepHanbHbIX HOCHTENEH) H YCTAHOBHTBH MepeyeHb JIHIl, OCYIIeCTR-
narmux 00paboTKy NepcoOHATBHEIX AAHHBIX JTH00 HMEIOIIHX K HUM JOCTYI,

[lomemenns DOMMKHBI COOTBETCTBOBAThH TpeGoBaHusIM apxupHoro aema M «PJ1 78.36.003-2002
rKkeHepHO-TeXHUYECKAs YKPEIIEHHOCTh. TeXHHYEeCKHe Cpe/iCTBA OXpaHbl. TpefoBaHus U
HOPMBI IIPOEKTHPOBAHMS 110 3aIUTE 00BEKTOB OT [PECTYIIHBIX MOCATATENLCTEY, YTBEPKISHHBIM
MUHHCTPOM BHYTpeHHHX Jies1 Pocceniickoit @enepauun B.B. I'peizioesiv ot 6.11.2002 r

3.3.2. Tpebopanus no mozkapHoii 3amure [1/1x.
Ilomemnenns, B KOTOPLIX pacmonararoTcs Texuudeckne cpenctsa UCIIJH, H0/DKHBI COOTBETCT-
BOBATh TPeDOBAHMSAM TTOKAPHON HE30IIaCHOCTH.

3.3.3. TpeboBaHus 10 3aLIHTe OT YTEYKH 110 KAHAIAM M000UHBIX 3J1eKTPOMATHHTHBIX H3/Iy-
yenuii u Hasogox (I MHH).

B coorserctsun ¢ mpukazom OCTIK Poccnn Ne58 «O6 yreepxaenun [TonoxkeHns o MeToaax u
crocobax 3amuThl HHGOPMALMH B HHYOPMALMOHABIX CHCTEMax MepCOHANBHBIX JaHHBIXY ONpe-
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OENAIOTCS clenyrone TpeGoBaHUs K 3allliTe OT YTEUKH MO0 KaHamaMm MoG0UHBIX IEKTpoMar-
HHTHBIX H3Iy4eHu# u Hasogok (IID9MHUH).

s uckmouenus yreuku [1/In 3a cyer [IO9MHWH B UCTTIH | knacca peanuzyiores cleayrolme
MEPOTIPHATHSL:

— HCIOJIb30BAHHE TEXHHYECKUX CPECTB B 3aLIMIIEHHOM HCIIOMHCHHH,

— MCMOJIB30BAHUE CPENCTB 3alUTHl WHGOPMAIMH, MPOMIEANUX B YCTAHOBIEHHOM IOPSIIKE
MpOLeYpY OLEHKH COOTBETCTBHSA;

— pasMelneHne OOBEKTOR 3aMUTHl B COOTBETCTBUY C MPENMCAHHEM Ha KCIUTYaTalHIO;

— pa3sMelleHHe MOHWKAOIMX TPaHC(HOPMATOPHBIX MOACTAHUMN 31EKTPONUTAHUS U KOHTYpPOB
3a3eMJICHHS TEXHHYECKHX CPEJCTB B MpeIeiiax OXpaHaeMoil TeppUTOPHH;

— obecneueHue pa3BA3KH LENEH IEKTPONUTAHUSA TEXHUYECKHX CPEIACTB C NOMOIIBIO 3allUT-
HBIX (GUALTPOB, GIOKUPYIOMUX (IIOLAB/IAIONIHX ) HHQOPMATHBHBIA CUTHAJ,

— ofecrnedeHue SIEKTPOMArHMUTHON pasBA3KH MEXAY JIMHHAMU CBA3M M JAPYTHMH UEIIMHA
BCIIOMOTATEIbHBIX TEXHUYECKHX CPEICTB M CHCTEM, BBIXOIAIMIMMHU 3a Mpeaeibl OXpaHAeMOH
TEPPUTOPHH, W WHOOPMAIIMOHHEIMA LEMSIMH, 110 KOTOPEIM IMPKYJHPYET 3alluiiaemMas nHQop-
Martus.

B uHpopManmMoHHBIX CHCTeMax 2 Kiacca it o6paboTkn HHQOpMAIHK HCIOIB3YIOTCS CPEACTBa
BBIYUCITHUTENBHON TEXHHUKH, YJOBICTBOpAIONIHE TpeGOBaHMAM HAIIMOHAILHBIX CTaHIapTOB I10
AMEKTPOMArHHTHOH COBMECTHMOCTH, 0 6e30MacHOCTH i HPrOHOMHUYECKHM TpeOOBAHUAM K Cpel-
cTBaM 0TOOpakeHHs] HHOPMAIIMH, 10 CAHUTAPHBIM HOPMaM. TPEIbIBISEMBIM K BHICO0IHCIIeH-
HBIM TePMHHATAM CPEICTB BLIYHC/IHTENLHOH TEXHHKH,

3.3.4. TpeGopanus 1o 3alIATe 0T MEPEXBATA MPH Nepeaaye Mo NpoBoAHLIM (KabeaLHbIM)
JTHHMSIM CBSI3H.

TpeboBanus no 3amuTe OT Nepexsarta IIPH Nepeaaye 1o NPOBOAHLIM (KabebHBIM) JIMHUAM CBi-
3u ycranasiupaiorest @CH Pocenn B « Tunoseix TpefoBanusax no opradusainy v obecrne4eHuo
bysxunonupoBanns mWHGPOBATEHEIX (KpunTorpaguyecKnx) CpeiCcTB, NpeHA3HAYEHHBIX U1
3alUTEl HHOPMALINK, He colepiKalieil cBeJeHUIl, COCTaBISIOMUX IOCY1apCTBEHHYIO TaiiHy, B
clydae UX MCIONBb30BaHUsl Ul obecneyeHus: 6e30MacHOCTH MePCOHATBHEIX JAHHBIX PH HX 00-
paboTke B WHOOPMAITHOHHBIX CHCTEMAaX MEepPCOHANBHBIX JIAHHBIX» W « MeTomHYecKuX peKoMeH-
TAHAAX Mo 00ECTICYEHHIO ¢ MOMOIIBID KPUTITOCPENCTB OE30MaCHOCTH MEPCOHATBHBIX JAaHHBIX
npu ux 06paboTke B HHGOPMAITMOHHBIX CHCTEMAX TEPCOHANBHBIX JAHHBIX C HCNOJIb30BAHHEM
CPEJIICTB ABTOMATH3AIIHI,

B cootBeTcTBHH ¢ YTHMH JOKYMEHTaMH OrepatopoM GOpMHUPYETCs U YTBEPKAAETCA MOJIE/Ib yI-
po3 6e30MacHOCTH MepPCOHANBHBIX AaHHBIX. OHA COCTOMT M3 MOJIEJH YIPO3 BEPXHEIO YPOBHS H
NeTaTU3UPOBAHHON MOZIENH YyIpo3, KOTOpas B CBOK o4epeilb NoApas/ensercs Ha Yrpo3bl, He SB-
JNAOIMECS aTakaM| M aTakd, JUis onpe/iesieHns BO3MOXKHBIX aTak MCIOJB3YETCH «MQUe]lb Ha-
PYLIHTEIS,

3.3.5. OcHoBHbIe MeTObI H CIOCOOBI 32 MMTHI HH(POPMALUN 0T YIPO3 HECAHKIIMOHHPOBAH-
roro gocryna (HC/I) ¢ npumenennem nporpaMMHO-annaparHbIX B NPOrPpaMMHBIX CPEICTB.
B cootBercruu ¢ mpukazom @CTIK Poccuu ot No58 «O6 yrepuienun [lonoxkenus o Mmetonax

W crocobax 3amuThl WHGOPMATTHE B HH(DOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX JNAHHBIX) H B

HHTepecax TexHHueckoro obecreuenus GesonacHoety [1JIH npu ux o6paboTke B 1OMKHBI OBITE
pearu30BaHbl CIEAYIOMME METOIbl i COCOOR 3alluThl MH(OpMAaliHu:

1. ynpasrieHne J10CTYIOM; ’
2. perucTpanus v y4er; Vi
3. obecreyeHne 11eJI0CTHOCTH. S

4, peanu3amis paspelIUTENEHONH CHCTEMBI JIONMYCKa nofp3osartenell (00C/yXUBAOWIETO MepCo-
Hasa) K *HQOPMALHOHHBIM pecypcam, HHPOPMAMOHHON CHCTEME H CBSI3AHHBIM € €€ HCI0/L30-

BaHHEM padoTaM, JOKYMEHTaM;

-
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5. OrpaHHYeHHE JOCTYIMa MOIb30BaTe/IcH B IIOMELICHNMS, TI€ Pa3MEIIEHBl TEXHAYECKHE CPeJICT-
Ba, MO3BOJIAIONINE OCYIIECTRIATE 00pabOTKY IEPCOHANBHBIX NAHHEBIX, a TAKXe XPAaHATCS HOCH-
TeIH HHPOpMAaLHH;

6. pasrpaHMYeHHe JOCTYNa MONB30BaTeNel U 00CTy)KHBAFOINEro MepcoHana K HH(OPMAIMOH-
HBIM pecypcam, IporpaMMHBIM cpeacTBaM 00paboTku (mepeaadn) U 3aIIUTE HHPOPMAIHH;

7. perucTpauys AeHCTBHE mosb3oBateneit ¥ 00CiyKUBAKOIIEro MepcoHana, KOHTPOIb HeCaHK-
[{HOHHPOBAHHOTO JOCTYIa U AEHCTBHH MOIb30BaTeNel, 00CIyKUBAOIIEro MepeoHana H MocTo-
POHHUX JINII;

8. ydeT u XpaHeHHWe ChEMHBIX HOocuTened HHpopManuu U UX oOpaleHne, HCKIIoYAoIIee XUIIe-
HHE, NOJIMEHY U YHHUTOKEHHUE;

9. pe3epBHPOBAHHE TEXHHMYECKHX CPEeACTB, AyOIHpOBAHME MAcCHBOB M HOCcHTeNeH uHpopma-
LIHH;

10.  wmcnonb30BaHHME CPEJICTB 3AIMMTHI HHYOPMALIMH, TIPOIIEIIHX B YCTAHOBIEHHOM MOPSIKe
MPOLEIYPY OUEHKH COOTBETCTBHSA;

11.  ucmone3oBaHHe 3aLIUIIEHHBIX KAHAJIOB CBSI3H;

12, pasMemeHHE TEXHHYECKHMX CPEICTB, MO3BOJSIOUIMX OCYIIECTBIATH 00paboOTKy mepco-
HaTbHBIX JaHHBIX, B [Ipe/ieax OXpaHseMoii TeppUTOPHH;

13.  opranmsanus ¢GH3MYECKOH 3aLMTHI MOMELICHHH M COOCTBEHHO TEXHHYECKHX CPEICTB,
TTO3BOMISIOIIMX OCYIECTRIATE 06paboTKy epcOHaNbHBIX JaHHEBIX

14, mpenoTBpamieHHe BHEAPEHHS B WH()OPMAIMOHHBIE CHCTEMBI BPEAOHOCHBIX MPOTPaMM
(mporpaMM-BHPYCOB) U NPOIrPAMMHBIX 3aKTa/I0K.

4. Pemenne BonmpocoB ynpapienusi obecrievenuem Gesonacnoctu /{0 B InHAMNKE W3-
MEeHeHHsI 00CTAHOBKH H KOHTPO.IsI () (peKTHBHOCTH 3aLIHTDI.

Pemenne Bompocos ynparnerns obGecrieyeHuem Oesonacuoctu [T/ B TUHAMEKE M3MEHEHUS 00-
CTAHOBKH H KOHTPOJIA 3((eKTHBHOCTH 3aLIUTHI SABISAETCS BAKHBIM ACTEKTOM MOUIEPXKAHHA Tpe-
Oyemoro yposrs GesonacHoctu [1/1H. K 0cHOBHEIM Bompocam yripasieHust obecrneuennem Ge3omnac-
HoctH [1/IH otHOCATCS:

— pacnpejenenne pyHKuui ynpasnenus goctynom k [TJ[H B ux o6paboTKoil Mexay T0JKHO-
CTHBIMH JIHI[AMH;

— OTperniesieHHe NOpsIKa U3MEHEHH TIPaBUJI JIOCTYNA K 3aIlHLIaeMoi nHQOopManuy,

— ONpeeICHHE MOopsKa H3MECHEHMS PABHJI JOCTYNA K Pe3epPBUPYEMBIM HHQOPMALIMOHHBIM H
anmapaTHBIM pecypcaM;

— ONpEHC/EHHE NopsAaKa AeHCTBHH NOIKHOCTHBIX JIMII B CIy4a€ BO3HHKHOBEHHUS HELITATHBIX
CHTYaLHii;

— OIpeJesIeHHe MOPsIKa [IPOBEIEHHS KOHTPOIBHBIX MEPONPUSTHI U JIeHCTBUI 110 ero pesylib-
TaTaMm. .

I'masusrit 6yxranrep AY3 «Kypcknii 00- E.C. Bapdonomeera

JacTHOH caHaTOpHil « CONOBBHHEIE 30PH»




